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All Eyes on the Network
How AV professionals and new options can help the IT department monitor 
and manage a converged network

It’s unquestionable that networks present an abundance of 
opportunities and benefits to AV professionals and end-users. 
However, the growing presence of AV systems and devices 
presents some additional challenges for IT professionals to keep 
the network infrastructure operating as smoothly and efficiently 
as possible. Before AV systems hop on the network, it is important 
for AV professionals to develop an appreciation for the tasks that 
IT departments are faced with on a daily basis in order to keep 
the network running smoothly, including offering new solutions to 
increase technology’s effectiveness. 

Historically, there has often been a divide between what IT 
administrators and AV professionals need and use 
to monitor and manage network infrastructures. 
This has been driven in large part due to AV systems 
usually being small islands unto themselves. For the 
past several decades, specially designed software 
known as Network Management Systems (NMS) 
have made it possible  to monitor the status and the 
efficiency of IT resources such as servers, storage 
devices, desktop systems, phones, and even various 
components of the network itself. This software 
has reduced the necessity to hire additional IT 
staff to ensure the network’s operational health. 
Even more helpful, the software can proactively 
identify potential issues and provide assistance 
with solutions to fix problems in the least amount 
of time, with minimal to no disruption to the 
user’s service. For example, if the network 
hits a usage threshold or is operating 
close to capacity, or if power was lost to 
a web server, IT staff would be alerted 
immediately.

While IT departments have benefited 
from this type of software monitoring, 
AV systems have historically been less 
fortunate since traditional AV devices 
have provided limited monitoring and 
management capabilities.  As a result, there was 
often no way to proactively alert anyone about AV 
system and device failures, and as a result problems were 
often not even identified until the point in time when an end-user 

needed to use the system. This is very disruptive to end-users.  As 
AV devices have moved into the network, an  opportunity arose for a 
more proactive monitoring of AV systems, but this improved visibility 
also added monitoring responsibilities to the already overloaded IT 
administrators, thus bringing to light their struggle to keep both IT 
and AV infrastructures operating smoothly.

For many reasons, existing network management tools have done 
little to ease the burden of monitoring AV systems. First, the approach 

to many of these tools has been to build 
a separate, proprietary dashboard, but IT 
professionals are already  inundated with 
proprietary dashboards to the point where it 
is impossible to track every aspect of every 
device separately within the network. Second, 
this requires installation and managing even 
more custom software, which exacerbates the 
burden placed on IT staff. Third, as more and 
more different devices become dependent 
on the network, enterprises are increasingly 
looking to integrate the monitoring and 
management of everything on the network 
from a common, simple view that provides 
“end to end” operational status at a glance..

IT needs options to allow its staff to 
easily and efficiently monitor every 
part of the network, whether it’s an 
AV device or an IT-based network 
components and service. Emerging 
network management tools are doing 
exactly that and, as a result, AV systems 

and devices are finally being elevated 
to being “1st class” citizens within an 

IT infrastructure. Platforms utilizing an 
open, browser-based interface have proven 

to be a common mechanism for IT to keep 
a well-informed eye on these systems. Everyone 

is comfortable using a Web browser, and it eliminates the 
complexity of installing custom software. In addition, with an open, 
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“RESTful” API—a common application interface that provides 
interoperability between almost every modern computer system on 
the internet—IT managers can do even more because the interface 
can be directly integrated with established, well-known third-party 
monitoring applications. 

Never before have AV solutions been integrated at this level. The 
closest solutions in the past have used Simple Network Management 
Protocol (SNMP), which could gather information such as how many 
packets per second a given device was sending across the network, 
and may allow for some simple configuration changes. The much 
newer RESTful API method, on the other hand, has limitless potential. 
It can enable simple status monitoring all the way to the most 
complicated configuration tasks, while easily integrating into pretty 
much any enterprise-wide NMS platform including HP OpenView, 
Nagios and Zabbix. In addition to monitoring, these options allow 
IT staff to actively manage AV devices and systems, including such 
operations as controlling firmware updates, changing passwords, 
and even AV system reconfiguration—all tasks previously requiring a 
separate, custom version of software that made IT staff leery because 
of complicated and tedious workflows. Further, these operations 
can be performed in a safe, conscious manner that integrates with 
enterprise-wide security systems such as LDAP and 802.1X. Finally, 
this also enables the first step on the path towards gathering insight 

on how devices are being used, which is gaining increased relevance 
in the modern “Artificial Intelligence”-driven world.

AV professionals are eager to build great AV systems while leveraging 
all the benefits the network has to offer, thus creating the best audio 
and video experience for customers. Beyond this, customers are 
finally being offered exciting new options that address some historic 
IT challenges around monitoring AV systems while managing their 
network as securely, smartly, and smoothly as possible. Moving 
forward, AV professionals will be expected to work closer with their 
IT peers to build solutions that are more proactively monitored and 
managed without significantly increasing complexity.  Being able to 
offer new options that enable such improvements will not only result 
in a more comfortable adoption of new AV solutions but also work 
towards building a trusted relationship where IT departments and  AV 
integrators find a new synergy as optimal partners. 
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